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Security Costs E-Commerce $2 Billion in

‘06
Nearly half of U.S. adults have concerns about shopping

online and distrust email, causing problems for companies
that interact with customers via the Internet.

(2£) Reader Comments...

WWW Link to this article...

by Colin Beasty
Thursday, November 30, 2006

TaR STSAY | E-commerce sales have once again experienced consistent revenue increases. But
"-:\.q‘ today, the 19th annual International Computer Security Day, when security

-~ ST professionals raise awareness of computer and network related security issues,

e Gartner has revealed that recent security breaches (both online and offline) are
H"‘"m,:n‘ having a significant impact on buying patterns of U.S. adults. Due to consumer's

=" concerns about the security of the Internet, nearly $2 billion in U.S. e-commerce

sales will be lost in 2006, according to Gartner's survey of 5,000 online U.S. adults in August
2006. Approximately $913 million in 2006 e-commerce sales was lost because of security
concerns among online shoppers. Another potential $1 billion was lost from shoppers who refuse
to shop online because of security concerns.

Nearly half of online U.S. adults, or 46 percent of more than 155 million people, say that
concerns about theft of information, data breaches, and/or Internet-based attacks have affected
their purchasing payment, online transaction, or email behavior. Of all the behaviors affected,
online commerce (including online banking, online payments, and online shopping) is suffering
the highest toll. "Financial institutions and other e-commerce service providers need to beef up
security in their online channel to retain customers, but they must be careful to keep the added
measures relatively convenient,"” says Avivah Litan, vice president and distinguished analyst at
Gartner.

Gartner recommends that enterprises employ a two-prong strategy--increasing consumer
confidence while reducing fraud and keeping the crooks out. "The two goals don't necessarily call
for the same technical solutions since the most effective fraud prevention applications are often
invisible to consumers and criminals,"” Litan says. "A layered approach to solving security
problems is the most effective. Companies should implement back-end fraud detection, stronger
user authentication (beyond single factor passwords), transaction verification for high-risk
transactions, and data masking/truncation of sensitive data that is shown on Web-based
screens.”

Gartner estimates that these security concerns have kept approximately 33 million U.S. adults
from banking online. According to the survey, nearly 9 million U.S. adults have stopped online
banking altogether, while another estimated 23.7 million won't start because of their security
concerns.

Perhaps the biggest impact is a newfound and serious consumer distrust of email. About 70
percent of online consumers whose behavior has been affected by recent security incidents say
that their concerns have affected their trust in email from companies or individuals they don't
know personally. Of these, more than 85 percent delete suspect mail without opening it. "This
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figure has serious implications for banks and other companies that want to use the email channel

to communicate more cost-effectively with their customer base," Litan says. "For example,

sending a bill electronically costs about half of what it costs to send that same bill through the

regular mail."

Related articles:

Phishing For Trouble

IT Security Will Become More Proactive

@ Comments? Questions? Email our Editors...

" CRM's Expanding Vista

" Intuit Quickens Pace Into Online
Banking

" Maslow's Hierarchy of Needs,
Sales Compensation Style

" New Capabilities Will Drive
Smartphone Sales
" Don't Text Me, 1 Won't Text You

More News & Features...

MARKETPLACE
New Report from Rightnow Technologies

Nikon , a world leader in camera and digital imaging equipment, won the 2006 ROI Leadership grand prize award from Ziff Davis
Media’s Baseline magazine. This is the fourth year in a row that a RightNow® Technologies customer has been honored with an
ROI Leadership Award. Nikon achieved a three-year return-on-investment (ROI) of 3,203% percent. Read the Report Now!

Free White Paper: "17 Rules of the Road for CRM"

When it comes to choosing the right customer relationship management (CRM) system for your business, it's important to

understand all the benefits of an integrated CRM system before beginning your selection process.

SAP is Fluent in CRM. Find out how SAP can help your business at sap.com/speakscrm

With mySAP CRM, you can analyze and automate sales, marketing, and service processes. The solution helps you identify your
most valuable customers, understand customer needs and buying habits, create targeted marketing campaigns, and personalize

your organization's interactions with customers.
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Customer Service White Paper: Turning Customer Experiences into Competitive Edge
A new white paper by Peppers and Rogers Group and RightNow Technologies

Gartner positions SAS in the leaders quadrant in 4 key areas. Read complimentary reports.

Integrated Bl from SAS — Accelerating time to intelligence.

Business Intelligence Competency Centers — How — and why — to get started.

Briggs & Stratton — Empowering executive decisions with SAS.

Additional insight from customers, analysts and partners on the unmatched power and integration of SAS Business Intelligence.

* Free White Paper: "Sales Enablement--User Acceptance Means More Sales"
A new approach to driving sales productivity is emerging, focused instead on optimizing the productive interaction between the
salesperson and the customer. This concept of sales enablment addresses what is often a thin line between business success and
failure, the deciding factor often being something as minor as remembering to send an e-mail to a prospective customer, or it
could be as significant as making sure a large proposal is in on time.
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